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Listing

= © + Keyword Lists

Qs Keyword Search

Table Thumbnail ©

Name

12415-1-5-20-056008885-3418522640-1831038042- 18532
12951518

124 5-1-5-21-1275350102-2708368803- 3484445745~ 1000
154 5-1-5-80-3028837079-3186095147-955107200- 37019
51519

1=Hs1520

124 5-1-5-20-2620923243-4247063784-3378508180-2659
128 5-1-5-21-3933942852-973373972- 2766786355- 1032
124 5-1-5-21-1275350102-2708368805- 3434445745 504
154 5-1-5-21-1275350102-2708358805- 3484445745 503
154 5-1-5-21-1275350102- 2703858805 - 3484445745500
124 5-1-5-21-1275350102-2708868205 - 3484445745501

oo oo oo

Login Name

SYSTEM

MijolnirTraining

LOCAL SERVICE
NETWORK SERVICE

AGULlity

ccount.
DefaultAccount
Administrator

Guest

Host
MT23-IR-Basewmdk_1 Host
MT23-IR-Basevmdk_1 Host
MT23

Basexmndk_1 Host
MT23-IR-Basewmdk_1 Host
MT23-IR-Basewmdi_1 Host
MT23-IR-Basewmdk_1 Host
MT23-IR-Basevmdk_1 Host
MT23-IR-Basewmdk_1 Host
MT23-IR-Basevmdk_1 Ho:

MT2

Basexmndk_1 Host
MT23-IR-Basewmdi_1 Host
MT23-IR-Basewmdk_1 Host

Scope
Local
Local
Domain
Local
Local
Local
Local
Domain
Domain
Domain
Domain

Domain

RealmName  Creation Time
NTSERVICE
NTAUTHORITY

NTSERVICE
NTAUTHORITY.
NTAUTHORITY
NTSERVICE
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2. Who are the admin users?

Listing | Keyword search 1-admin x | Keyword search 2 - admin %

101167438

-

Table  Thumbnail

Page: Pages: Go to Page:
Name 5 C o] Login Name Scope Realm Name
=g 5-1-5-80-956008885-3418522649-1831038044-18532 0 . Local NT SERVICE
[Eg5-1-5-18 SYSTEM . Local NT AUTHORITY
=4 5-1-5-21-1275350102- 2708868805~ 3484445 745-1000 0 MijelnirTraining . Domain

(=gl 5-1-5-80-3028837079-3186095147-955107200-37019 0 . Local NT SERVICE
[=45-1-5-19 LOCAL SERVICE . Local NT AUTHORITY
[Eg5-1-5-20 MNETWORK SERVICE . Local NT AUTHORITY
=4/ 5-1-5-80-2620923248-4247363784-3378508180-2659 0 . Local NT SERVICE
=g 5-1-5-21-3933942852-973373972-2766786355-1032 0 MT23-IR-... Domain

(24 5-1-5-21-1275350102- 2708368805-3484445745-504 0 AGUtilityAccount  MT23-IR-... Domain

=4 5-1-5-21-1275350102- 2708868805~ 3484445745503 0 DefaultAccount MT23-IR-.. Domain

(=gl 5-1-5-21-1275350102-2708368805-3484445745-500 0 Administrator MT23-IR-... Domain

1240 5-1-5-21-1275350102- 2708868805-3484445745-501 0 Guest MT23-IR-... Domain

12 Results

Save Table as CSV

Creation Time

05 Account Other Occurrences

Basic Properties

Legin: Administrator

Full Name:

Address: 5§-1-5-21-1275350102-2708868805-3484445745-500
Type:

Creation Date: 2023-09-10 0:5454 EDT

Object ID: 1228651

MT23-IR-Base.vmdk_226842 Host Details
Login Count: [
Description: Built-in account for administering the computer/domain

3. What profile preferences can you find for the users? Name the file and

preferences.
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¥ =
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Page: 1 of 12 Page ¥ | Matches on page: - of - Match 0% 20 Resee Text Source:

gt
ser\MjolnirTrsining) ntuser st
iermim

Offg

b

ROOT

System
Conol
BackupPalicyess
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Hetucrd ozationWizard

Powersettings
Windows
Currentversion

Intemet Settings

Cache

Cache

rk

Accessibility
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rk
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S — Instalied Programs 4 Resuhs|
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B[ FleViews Save Table s CSV
i 4 File Types
iy Deleted Files SourceName S € O ProgramName = Date/Time Dsta Source ®
MB File Sze 4 SOFTWARE ] i
i A L : = d
# Chromium Profiles (1) ‘ M SOFTWARE L s = ' ‘
% Favicon (7 % SOFTWARE 0 .
4 X SOFTWARE 0 y
Metadata (115) 3 SOFTWARE 0 f
g e M o o e :
% Run Programs (35560) J SOFTWARE 0 g
A Shell Bags (6) 3 SOFTWARE 0
B USB Device Attached (6) % SOFTWARE 0 : o :
4 Wieb Bookemarts (1) Ot s :
(3024
& Vs Cooer 59 s sortwase 0 s 28 e
Web Downlosds (9) SOFTWARE 0 . ,
I Web History (42 SOFTWARE ] e 2
@ Vieb Search () “J SOFTWARE 0 \
=@ Analysis Results o SOFTWARE 0 =
53 Encryption Suspected (3)
- EXF Metadata (5) 3 SOFTWARE 0 2
Extension Mismatch Detected (114) % SOFTWARE 0 . :
5 Keyword Hits (8899) 3 SOFTWARE 0 U
User Content Suspected (5) 0 SOFTWARE o M 2 .
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o @l Tog: 5 SOFTWARE 0 p
= @ Score 3 SOFTWARE 0 M Runtime AT25- -8
Reparts I SOFTWARE o M f m
% SOFTWARE 0 M Runt £
I SOFTWARE 0 MPlaye 5 .
% SOFTWARE 0
% SOFTWARE o M +e 2 ! .
I SOFTWARE o edistnbutable '

anada)  Text Predictio

There are no any applications were installed in 2021
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5. Name the files over 1GB in size and their locations
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MB File

MB 50 20008 (67)
MB 200ME - 168 (14)

s D:‘i:ff ® (cTad0eb3-Sebb-11ee-a815-0
# Chromium Extensions (49)

A Chromium Profies (1)

“

Page: Tof 1 Pages Goto Page:

Table a5 C:

Name § C 0 aSue Modified Time Change Time A
pagefilesys v o
(6ed265b7-5719-11ee-a215-000c29cc0a4

cess Tine Crested Tir

38088760-c176-4e48-bTae-04046e6cc

20cc0045 ) 3808876b-c 1 76-4e43-bTae-O4046ebccT52) 0

W_DVDS_Office Professional Plus_2019_32_BIT X64 English C2R_X21-84626.150 v ('}

Favicon (76)
installed Programs (44)
Metadats (116
%4 Operating System Information (1)
$ Recent Documents (16)
Run Programs (35560)
A Shell Bags (6)
B USB Device Attached (6)
4 Web Bookmarks (1
Web Cache

& Web Cooki
Web Downloads (9
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@ WebSearch (5
Q Ansly
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Results
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Page: 1 0f 7508 Page D | Matches on page: - of - Match W OO Reset Tt Source: File Text

© Badnems 2

MICROSOFT CORPORATION MICROSOFT CORPORATION, ONE MICROSOFT W
¥ Suspicious ftems

COIMAGE 2.56 (01/01/2005 TM)

Reports

Microsoft Corporstion Microsoft Corporation, One Microsoft Wy, Redmond WA 96052 COIMAGE 2.56 (01/01/2005 TM)

& . 1:24PM
earch @
s P 202411-2

6. Device ID of virtual mouse
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- %, Share
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MB 20008 - 168 (14) 8 SVSTEM 0
MB 168- (9) =
B Dats Artifacts [ sysTeM =
A Chiomium Extensions (48) B SVSTEM
# Chiomium Profiles (1) I SVSTEM
A Favicon (76) B svsTEM
Installed Programs (44)
Metadsta (116]

Opesating System Information (1)
Recent Documents (16)

54 Run Programs (33560)
A Shel Bax
]

4 Web Bookmarks (1)
Webs Cache (302

& Web Cooldes (34)
Web Downleads (3)
Web History (42)

@ Web Search 6)

O Ansiysis Results
Encryption Detected (2
Encryption Suspected (3]

W EXIF Metadata (
Extension Mesmatch Detected (114)
A Keyword Hits (31459)
T User Content Suspected (5]
© Web Canegories ()
B 05 Accours Page 1of  Page GotoPage: Script: Latin - Basic

O Baditeme 12)
W Suspicious ltems (10020)
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1. 6&30¢5d09¢c&0&S
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2. 7&32€26960&0&0000
3. 7&32¢26960&0&0001

Ed SYSTEM 0 2023-09-17 20:01:19 EDT  VMware, Inc. Virtual Mouse 68:30c5d0%c 085 MT23-IR-Basewmdk
Ed SYSTEM 0 2023~ 01:19EDT  VMware, Inc. Virtual Mouse T8:32e269608:08:0000  MT23-IR-Basewmdk
Ed SYSTEM 0 2023-09 0:01:19EDT  VMware, Inc. Virtual Mouse T8:32e269608:08:0001  MT23-IR-Basewmdk

count Data Artifacts  Analysi Context Annotations  Other Occurrences

Hex Text Application  Source File Metadata O
Result: 4 of & Result ii USE Device Attached
Type Value Source(s)
Date/Time 2023-09-17 20:01:19 EDT Recent Activity
Device Make Vhware, Inc. Recent Activity
Device Model Virtual Mouse Recent Activity
Device ID 68:30c5d09cB0&S5 Recent Activity
Source File Path /img_MT23-IR-Base.vmdk/vel_vol6/Windows/System32/config/SYSTEM
Artifact ID -9223372036854768762
Eq SYSTEM 0 2023-09-17 20:01:19 EDT ~ VMware, Inc. Virtual Mouse 7833e269608080000  MT23-IR-Base.wvmdk
Ed SYSTEM 0 2023-09- 19EDT  VMware, Inc. Virtual Mouse T83ae269608080001  MT23-IR-Basewmdk
Hex Text Application Source File Metadata OS5 Account Data Artifacts Analysis Results Context  Annotations Other Occurrences
Result: 5 of 6  Resut € USB Device Attached
Type Value Source(s)
Date/Time 2023-08-17 20:01:19 EDT Recent Activity
Device Make Whware, Inc. Recent Activity
Device Model Virtual Mouse Recent Activity
Device ID 78:3ae269608:08:0000 Recent Activity
Source File Path /img_MT23-IR-Base.vmdk/vol_vol6/Windows/System32/config/SYSTEM
Artifact ID -9223372036854768761
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% File Types Page: 10f1 Pages Go'to Page: Save Table as CSV
¥ Deleted Files
- MB File Size Source Name 5 C 0 path URL Date Accessed Domai
- MB 50 - 200MB (67) History 0 CAUsers\MjolnirTraining\Downloads talle... https://github.c p pad-plus github.
; m: 200M8 - 1GB (14) History 0 CAUsers\MjolnirTraining\Devinloads stalle.. httpsi// /e — shjects,
- MB 16B+ (9 - . - - -
g Dmmfam“ History 0 CAUsers\MjolnirTraining\Dawnloads\7z2301-xbAexe  hitpss//www.T-zip.org/a/Tz2301- .o
# Chromium Extensions (49) History 0 CAUsers\MjolniTraining\Downloads\AccessData_FTK... https://f002.backblazeb2.com/file/mjolnir-share/4nf backbla
#  Chromium Profiles (1) History. 0 C:\Users\MijolnirTraining\Downloads\Wireshark-wir https://2.na.dl.wireshark.org/win64/Wireshark-win64-. wireshal
#  Favicen (76) History 0 ers\MjolnirTraining\Downloads\proc: hitps://downloads.sourceforge.net/project/proc sourcefc
: L”“m‘;‘” ”(’f?;"‘“w History 0 Users\MjolnirTraining\Downloads\proc httpss//efheable.dlsourceforgenet/project/pros sourcef
/> Metadata
Opersting System Information (1 History 0 Users\Mjolnir Training\Downloads\Reader_Install 5. blobrhttps:/,/get.adobe.com/e6572a2e-8Tec-42d5 adobe.
@ Recent Documents (16) AccessData_FTK Imager-_4.30.exeZone ldentifier 0 =/MjolnirTraining/Desktop Data_FK Ima... htt 2.backblazeb2.com/file/ mjolnir-share/dn backbla
% Run Programs (35560)
% Shell Bags (6)
USB Device Attached (5)
4 Web Bookmarks (1)
4 Web Cache (3024)
@ Web Cookies (34)
Web Downloads (9)
= Web History (42)
@ Web Search (5)
Q Analysis Results
|22} Encryption Detected (2)
_} Encryption Suspected (3)
4 EXIF Metadata (5)
= Extension Mismatch Detected (114)
A Keyword Hits (31489) Hex Text Application Source File Metadata  OS Account Data Artifacts Annotations Other Occurrences
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& Favicon
X Installed Programs (44) d quid current_ path target_path star time received bytes total bytes state danger_type intermupt_reason hash end time opened last access time transient referrer se_urltab_urltab_referres_url hétp_method
Metadata (115 by.ext_id by_ext_name etag last_modified mime_type original_mime_type embedder_download_data by_web_pp_id

4 Operating System Information (1)
* Recent Documents (16)
Run Programs (35550)
# Shell Bags (6)
K3 USB Device Attached (6)
4 Web Bookmarks (1)
Web Cache (3024)
@ Web Cookies (34)
Web Downloads (5)
Z Web History (42)
@ WebSearch (6
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2 Encryption Detected (2)
Encryption Suspected (3)
B EOF Metadets (5)
~ Extension Mismatch Detected (114)
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R User Content Suspected (5)
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4 05 Account

Reports

140

1 3b00132-£279-478-926b-2ef223e53c45 C:\L

857 Installerx64.exe 1

36401

3473
256681240 56681240

ourceforge.io

570 ar
140 13338804866344463 1 13338804869173943

ton/octet-stream

222 C:\Users\ My _FI
0 hitps://f002 backblazeb2.comyfile/ mjolnir-share/ dnétools/AccessData_FIK Imager-_430.exe

0 113338804375616746 0 http: org/ hitp: 9 V857 hitp: 2" i, 03 Sep 2023 00:
09:41 GMT application/x-msdewnload application/ octet-stresm
| 1
266235785-ca02-4141-87Fe-b24efTd4225b CAU: Downloads\Tz2301-x64 exe C: 7 g 2301-x64.exe 13330804372505621 1509510 158951014 0 133388043749
6277 0 hitps://wwew.7-2ip o1 T-ziporg htmi hity b 6491650-184106° Tue, 20 Jun 2023 08:39:12 GMT application/s-msdownload applica

FTK imager-_430.exe C:\Users\Mjolni Training\Downloads\AccessData_FTK imager-_4.3.0.exe 1333020467008890

33ab7d-S Sefa-1 2436 C:\Users\Mj g\ 08exeC o 0.8.exe 13338804692471478 9164216 7916
4216 140 13338304703926087 1 13338804772250563 0 httpse//wwwy hittps:/fw hark. load. bi “407¥338-6 I Wed, 23 Aug 2023 20:0528 GMT applicati
on/x-msdownioad application/x-msdos-program
5 edlacdle-Ted 348-72192 c 238-setup.exe C 2.39-setup.exe 1333850 48722
82267848140 13338804706227538 | 13338804775028453 0 http/sourceforge.net/ htps 2.39-setup.

5669de19-2290cE" Tue, 29 Mar 2016 01:44:57 GMT applcationx-msdownload application/octet-stream

Users\MjolnisT

1l Setup.exe C.
hitps/get.adobe.com/uk/ 1

Instsll Setup.exe 1450024 1450024

£2%62C

ProDC

hitps://get adobe. d A

x-msdownioad

downlosds_url_chains

%20 application
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# Favicon (76) # ProtectionManagementfl 0
3. Installed Programs (44) R i 5
Metadata (116) PRy
%4 Operating System Information (1) 057477640 0
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