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DIGITAL FORENSICS&INCID. RESP - COMP 4071 

Assignment 3 

 

Restore the windows VM to clean state. Browse all of the following websites in 

any order you like: 

1. https://theuselessweb.org/ 

 

2. https://www.random-ize.com/random-website/ 

 

https://theuselessweb.org/
https://www.random-ize.com/random-website/
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3. https://www.fakenamegenerator.com/ 

 

https://www.fakenamegenerator.com/
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4. https://blog.hubspot.com/marketing/surf-internet-websites 

 

 

 

5. https://parade.com/1116816/marynliles/fun-websites/ 

 

https://blog.hubspot.com/marketing/surf-internet-websites
https://parade.com/1116816/marynliles/fun-websites/
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6. https://mashable.com/article/websites-to-waste-time 

 

 

https://mashable.com/article/websites-to-waste-time
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7. https://www.boredbutton.com/ 

 

 

https://www.boredbutton.com/
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8. https://www.maketecheasier.com/best-intellectual-websites/ 

 

 

 

9. https://www.sporcle.com/blog/2020/03/interesting-websites/ 

 

https://www.maketecheasier.com/best-intellectual-websites/
https://www.sporcle.com/blog/2020/03/interesting-websites/
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10. https://clicktheredbutton.com/ 

 

 

 

Then, google the names of all of your classmates. Click on the first 15 links that 

show up for each. 

 

https://clicktheredbutton.com/
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Then, goto https://phishtank.org/ and visit the websites reported as phishing. If 

you see any that needs a login or entering personal details, use the data from #3. 

Minimum 15 working and unique phishing urls need to be accessed. 

 

 

https://phishtank.org/
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1. How many times was smartscreen invoked including 

timestamps for each? 
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2. Hostname and OEM vendor of the machine 

 
GBC-SEP-24-MOHAMAD  

 



MOHAMAD ALMASR    101167438 
 

24 24 

 

 

 

VMware 
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3. IP address of the machine 

192.168.184.134 
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• img_Assignment 3.E01/Windows/System32/config/SYSTEM 

o Navigate to Services > Tcpip > Parameters > Interfaces. 

This is the correct place to find network interface details, including IP 

addresses. Under the Interfaces section, look for entries like DhcpIPAddress or 

IPAddress, which will show the machine's assigned IP address. 

 

 

 

4. What was the auto suggest when you googled, was it 

completely off the target? 

When searching on Google, the auto suggested results often include a mix of 

relevant and unrelated suggestions. Some of the suggestions match the search 

terms, while others seem completely off-topic. This could be due to the system's 

stored data or previous user activity. For example, the results might display links to 

personal profiles on platforms like LinkedIn, Instagram, or Facebook, along with 

random topics or articles that don’t really align with what you were looking for. 
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5. Who is the author of all word documents? 

 

 

Owner: Kevin L. Brown. 
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Organization: Microsoft. 

This information helps identify the individual associated with these files 

and possibly their role or connection to the machine. 

 

6. What applications were installed in 2023 and their paths? 
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Applications Installed in 2023: 

1. Microsoft Visual C++ 2019 and 2022 Redistributable Runtime: 

Path:/img_Assignment3.E01/Windows/System32/config/SOFTWARE 

2. VMware Tools v11.1.5: 

Path:/img_Assignment3.E01/Windows/System32/config/SOFTWARE 

3. Notepad++ v8.5.7: 

Path:/img_Assignment3.E01/Windows/System32/config/SOFTWARE 

4. Nmap v7.91: 

Path:/img_Assignment3.E01/Windows/System32/config/SOFTWARE 

5. Process Hacker v2.39: 

Path:/img_Assignment3.E01/Windows/System32/config/SOFTWARE 

6. Wireshark v4.0.8: 
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Path:/img_Assignment3.E01/Windows/System32/config/SOFTWARE 

7. Adobe Acrobat (64-bit): 

Path:/img_Assignment3.E01/Windows/System32/config/SOFTWARE 

 

 

 

7. Can you find consent? 
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8. Explain what happened using the analysis in Autopsy. 

Analysis shows that VMware virtual machines are being used to browse a variety 

of websites. Including random and intellectual sites. Classmates' names on Google 

and phishing URLs from PhishTank specifically SmartScreen to flag suspicious or 

potentially malicious websites when interacting with phishing URLs. Multiple 

calls. Done. The machine's hostname was listed as GBC-SEP-24-MOHAMAD and 

OEM vendors confirm that it is a virtual environment. The device's IP address can 

be found in the System section under the Network Configuration section. 

Specifically within TCP/IP parameters Which is 192.168.184.134. 

 

 

The auto-suggestion feature for searching classmates' names on Google 

provides both relevant and unrelated results. Some suggestions include 

expected profiles from LinkedIn, Instagram, etc. forums, while others off target 

This may be influenced by cached browsing history or previous activity on the 

system. Additionally, the author of the analyzed Word document metadata in the 

system recommends Kevin L. Brown, who partially connected to Microsoft on 

the virtual machine. Provides insight into the origin of the file. 

 



MOHAMAD ALMASR    101167438 
 

32 32 

Browsing activity and analysis focus on understanding the behavior of phishing 

websites and how search engines respond to specific search queries. These 

activities may be part of a forensic exercise to identify patterns, risks, and 

metadata related to online interactions in a controlled environment. 


